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Bukunenusi:49ro gejiaarhb, ecjJim Bukuneous
3a0JI0OKHpOBaHa

Martepuan u3 Bukunenuu — CBOOOTHOM SHITUKJIIOIEIUN

Bkparne: Ecnu noctyn Kk Bukunenuu 3a6710KMPOBaH B CTpPaHe,
B KOTOPOU BBl CeWYac HaXOOUTECH:

= BBl MOXkeTe 000UTH 9Ty OJTOKMPOBKY UCITONb3Ys Opay3ep
Tor (https://www.torproject.org/projects/torbrowser.html)
WUJIM calT-aHOHMMaW3ep, a TaKKe OTKPBLIThIe TPOKCH,
BhIZleJIEHHBIE CEePBEPHI UIU OPYyTrhe MeTOOhl, ONMCcCaHHble Ha

@ carite mpoekta PocKomCso6oma (http://rublacklist.net
/bypass/). O6xon 6JT0OKMPOBKM HE HapylIaeT 3aKOH.

» [I71 pemakTupoBaHusa Bukuneguu BaM HYKHO
3aperucTPUPOBATHCS (€CJIH BEHI €IIl€ He CHeJiajid 9TOT0) U
3aIlpPOCUTh Y aAMUHUCTPATOPOB ¢Gar MCcKiIoueHusa u3
IP-6mokupoBOK. IIpoiiie Bcero aTo coenaTh Ha
CIleIMalIbHOU CTpPaHUIIE.

OTa CTpaHUIla COOEPKUT HHCTPYKIHIO IJisI MOJIyIEeHHS JOCTyna K Bukuneauu B ciay4dae,
€CJIM JOCTYI K HeH 3a0/IOKHPOBaH BJIACTSIMH KAaKOH-TH0O CTPaHbI HJIH OTAEIbHBIMH
HHTEepHeT-IpoBauaepaMu. [ToxanyicTa, He UCIIONIb3yiTe 9Ty HHCTPYKIHIO, €CIIH Bac (TO eCTh
Ballly YYETHYIO 3anuch unu IP-agpec) 3a610KMpoOBall aAMUHUCTPATOP 3a HapyllIeHue ITpPaBUl
Bukunenuu.

Ecnu BH ucnonb3yete Bukunenuio TOJABKO OJIsI YT€HHUSI, TO BaM JOCTaTOYHO BOCIOJIb30BATHCA
ymoOHBIM OJISI BAC CI0COO0OM BOCCTAHOBIIEHUS IOCTyIa K Bukumenuu; BaM He 00s13aTEIbHO
O3HAKaMIMBATHCS C MHGOPMAIIMEeX 0 PerucTpallui, ITpaBujiax U TpoYyeM. ECIu BhI XOTHUTE
pelakTUpoBaTh BUKHIIemHI0, TO BaM HE0OXOOUMO ITPOYUTATh JAaHHYIO MHCTPYKITHIO 6oee
BHUMaTEeJIbHO, B 0COOEHHOCTHU pa3fesibl PerucTtparniusi B Bukurienuu (eciiy BHI eII€ He
3aperucTpupoBaHbl) 1 COOTBETCTBHE IIPaBUIaM.

CepBephl, Ha KOTOPHIX HAXOASTCA PYCCKOSA3BIYHBIN U OPYyTue pa3nesibl Bukunenuu, HUKaK He
ImocTpazalT npu OJIOKMPOBKE [OCTyIIa K Bukunenuu: BCE COmepKUMOe U BeCh BKJIaf
y4aCTHUKOB Bukunenuu OygeT MOJTHOCTHIO COXpPaHEH. [{OCTYII KO BCEM SI3BIKOBBIM pa3meliaM
COXpPaHUTCS Be3[e, 3a UCKJII0UeHUEeM TEePPUTOPUM, Ie OH 3a0JIOKMPOBaH.

B Hacros1ee BpeMs OOCTyI K Bukunenuu 3a610KMPOBaH YaCTUYHO UJIX IIOJIHOCTHIO B Kutae,
Wpane, Cayposckou Apasuu u Poccuu.

CooepikaHue

s 1 [TogroroBuTENbHEIE OEeUCTBUS

= 2 bnokupoBka goctyna B Poccun

= 3 C1ocoOBI BOCCTaHOBJIEHUS OOCTYIIa
= 3.1 CooTBeTCTBUE IpaBUiIaM
= 3.2 AHOHUMaMN3EepPH
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3.3 ITogmena DNS-3anucu
3.4 Tor-Gpay3ep
= 3.4.1 Advanced Onion Router
3.5 [Ipyrue 6pay3epel
s 3.5.1 «TypGo-pexum»
s 3.5.2 Pacmupenus
3.6 VPN
3.7 OTKpPBITHIN IPOKCHU-CEPBED
s 3.7.1 ITouck
= 3.7.2 CCBIIKM Ha CIIMCKHU ITPOKCU
= 3.7.3 Ucnonb3oBaHue
3.8 BrigeneHHEIN cepBep
s 3.9 3akpeiTeie third-party npokcu
» 4 Peructpauusa B Bukuneguu
» 5 Comepxumoe Bukuneguu
» 6 Kak gaTh CCHINIKY Ha 9Ty CTPAHUILY
= 7 PejleBaHTHEBIE IIpaBuUa
= 8§ CM. TakXke

ITongroroBuTe/IbHBbIC I[eﬁCTBI/IH

Ecnu BBl cuuTaeTe, 4TO B CKOPOM BpeMEeHHU OOCTYII K Bukunenouu B Ballleu CTpaHe MOXKeT OBITh
OrpaHU4Ye€H, TO BBl MO2KETe II0CJIegO0BaTh CIIEAYIOIINM PEKOMEeHIalluaM:

= Ecnu BHI 3aperucTpupoBaHbl B Bukunenuu, To BBl MOXKeTe UCIonb3oBaTh {{User
committed identity}} mnst mogTBepXKIOeHUs cBoel MUUYHOCTHU. [TogpoOHas MOKyMeHTaIHus
OOCTYIIHA Ha CTpaHulle mabjioHa.

= [TpoTecTupyliTe BO3MOXKHOCTEL fOCTyIa K BIl ¢ ucrions30BaHVEeM yKa3aHHBEIX HUXKE CPENCTB
00xofa MHTEPHET-IIeH3yPHI, YTOOHI OBITH TOTOBLIM. He Hafo HU4UEero pegakTUpPOBaTh,
IIPOCTO MOMMPOoOyHTEe CKavaTh, YCTAHOBUTH, 3aWTH, COenaThk npaBkKy B BIl:ITecounwumna.

= COoXpaHUTe 9Ty CTPAHUIy Ha CBOEM KOMIIbIOTEPE, UTOOHI B ClIlydyae BO3MOXKHOMN OJIOKUPOBKHU
UMETh OOCTYI K 9TOU UHCTPYKILUU.

br1okupoBKa gocrymna B Poccun

1 cenTsibpst 2012 roma B Poccuu B COOTBETCTBUY C 3aKOHOM «O 3alliuTe OeTel OT BpegHOU
uHpopMauuu» ObLI co3aH «EQuMHLIN peecTp 3anpenéHHon nHopMalumu». B aToT peectp
IornafalT CTPAHUIBI MJIM CAWThl, JOCTYI K KOTOPBIM JOJI2KeH OBITh 3aIllpelléH Ha TEPPUTOPUN
P®, ecnmu nadOpMaIus, IpUu3HaHHASA TOCYIapCTBEHHOM CITy>K00M MM CyOOM 3allpelneéHHoMl, He
OymeT ymaneHa.

B HacTosmuit MOMEHT JOCTyn K Bukuneguu B Poccuu 3a6710KUPOBAH B CBSI3U C PeEIlleHUEM
YepHOSIPCKOTO ParioOHHOTO cyma AcTpaxaHCKoM obGnacTu, 3ampetuBinum 26 uioHs 2015 roga
pacopocTpaHeHue WHGOPMalMK U3 cTaTh «Hapac» Ha TEPPUTOPUH Bcel cTpaHbl. COracHo
PEeLIeHuIo Cyaa, 9Ta CTaThbsI COOEPKUT UHGPOPMaLNi0 00 U3rOTOBJIEHUY HAPKOTUKOB. 18 aBrycra
2015 rogma, 4epes ABa Mecslla IIOcJie BRIHECEHUSI IPUTroBopa, PoCKOMHaA30p HalpaBuUil B agpec
Bukuneguy yBefoMieHNe 0 HeO6XOMUMOCTH yHasleHus 3anpeiménHoit nadgopmanuulll,

CoobmecTtBo Bukunenuu nocie ob6cykaeHus Ha ¢GopyMe IPUHSIO pelleHne, YTO CTaThs
«Yapac» COOTBETCTBYET IIpaBuUjiaM IIPOEKTa, a 3HAYUT, He MOXKeT OBITh yaaneHa. 9TO MHEHUE
coo0i1tiecTBa 6b1710 foBeieHO 0 PockoMHaa30pa. 24 aBrycra 2015 roga PockoMHa3gop MOpy4uI
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MHTEPHEeT-TIpoBalimepaM Poccun 3a0I0KUPOBATE CTAaThio «dapac», HO B CBSI3U C TEM, YTO
Bukunenust ncmonb3yeT 6€30IIacHOE COeINHEHNEe, MHTEPHET-IPOBaNIepPhl HE CMOTYT
3a610KMpOBaTh OOCTYII K OTAEJIbHOM CTpaHulle, U UM NMPUOETCSA 3a0TOKMPOBATh OOCTYIT KO BCel
Bukunenuu.

25 aBrycta 2015 mocTyn K Bukunenuu Ha Tepputopuu Poccuu Havan 6JIOKUPOBATHCS
HEKOTOPBIMU ITpOBaliilepaMu. 3aTeM, IPHUIIIO YBeJgoMyieHne PockoMHaa30pa, 4To cTaThsd Yapac
HCKITIOUeHa 13 PeecTpa 3ampeméHHLX caiTosl 2],

Crmoco0bI BOCCTAaHOBJ/IEHMS JOCTyIa

3aKoHOmATeNnbCTBO Poccuy He 3anpemaeT UCIIONb30BaTh TEXHUYECKNUE CPELCTBA (Takue Kak
OTKPHITHIE MJIU 3aKPHITHE IIPOKCU-CEPBEPHI, a TakKKe Tor) a1 BOCCTaHOBIEHUSI AOCTyIla K
caditam, 3a67TOKMPOBAHHLIM Ha TeppuTtopuu PO.

CooTBeTCcTBHE IIpaBHIaM

I[IpaBuna Bukunenuu He 3alpenialoT YUTaTh BUKHUIEONIO C MCIIOIb30BaHUEM JIIOOBIX
TeXHUYEeCKUX cpenctB. OgHaKO IpaBuUia HaKIagblBalOT CyLIeCTBEHHEIE OTpaHUYEeHUS Ha
pemakTtupoBaHue. C TOUKM 3peHHUS NeMCTBYIONIIUX ITPABUII BEI HE UMeeTe IIpaBa UCIIOIb30BaTh
OTKPHITHIE TIPOKCHU-CEPBEPHL 1 Tor O pefakKTUPOBaHUS IPOeKTOB PoHOa, OOHAKO BBl MOXKETE
KUCIOJIh30BaTh 3aKpHIThIE ITPOKCU U VDS/VPS 3apy0eKHBIX XOCTUHT-ITPOBaNIEePOB.

MHoTrue OTKPHITHIE ITPOKCH-CEPBEPHI ¥ BHIXOOHBIE TOUKHM Tor 3a6/I0KUPOBaHE B Bukunenuu. B
HACTOSIIUN MOMEHT 00CYyXKIaeTCsI BO3MOXKHOCTh KOPPEKTUPOBKHU ITPABUI C IEIbIO
IpenoCTaBI€HUA YHaCTHUKAM IIPaB Ha MCIIOJIb30BaHUE 3TUX TEXHUYECKUX CPEencCTB HyTéM
pasgauyu clieluanbHBIX (Jiaros.

Ecnu gocTyn K Bukunenuu BacTsSIMU CTPaHEL, TAe BBl ceiiyac IIpoXXuBaeTe, 6ymeT
3a0JI0OKMPOBaH paHblIlle, YeM COOOIIIeCTBO CMOXKET CKOPPEKTHUPOBATh IIpaBuiia, BEl MOXKeTe
00paTUTHLCS K agMUHHUCTPATOPaM C IPOChO0M BhImaTh BaM ¢ar MckmoueHus u3 0JIOKUPOBOK,
MMO3BOJISIIOIIUY PefaKTUPoBaTh BUKUIIEINIO, UCTIOIb3YsI TPOKCU-CEPBEPHL. [ToNyYuTh TakKOM
¢dbnar BeI MOXKeTe, eCIU ABISIETECh YYaCTHUKOM C OOJIBIIIUM CTa)kKeM M BKJlajoM. Ecniu He
SIBJIIETECh — TOZXKEe IMONpPoOyiTe 00paTUTHCSI, HO HUYEro He rapaHTupyeTcsi. C TOUKUA 3pEeHUSI
IIpaBuJI, BaM Heob6xoaumMo o0si3aTennbHo npoitu YHO-npoBepKy. Ecnu BH MlaHUpPyeTe
pemakTUpoBaTh U Apyrue npoekThl ®oHna BukuMmenua (opyrue s3bIKOBBIE pa3penbl Bukunenuu,
Merta-Buku, BUKuckiag 4 TI.), TO BaM CJIeLyeT INOJIy4YUTh T100abHbIN (rar UCKII0YEeHUS U3
IP-6mokupoBoK: Steward requests/Global permissions#Requests for global IP block exemption.

AHOHHMaH3epPbI

B ceTH mOCTYIIHBI pa3/IMuYHbIe CAalThH-aHOHUMAal3ephl, 4epe3 KOTOPhIe MOXKHO JIETKO YUTATh
maxke 3a0IOKMpPOBaHHBIE CAalTH. Bce 4TO OT Bac moTpedyeTcss — BBECTU afpec HeoOXomuMoM
cTtpaHulbl (HanpuMmep, https://ru.wikipedia.org/wiki/1234) B mone BBoma. OQHAKO JaHHBIN
crioco® He MO3BOIUT BaM PEeNaKTHUPOBATh colepxkuMoe Bukunenuu. Halitu caiiT-aHOHUMan3ep
BBI MOZKETE, ITPOCTO BBEST «AHOHMMAaW3ep» B Balll JIIOOUMMBIHM ITOMCKOBUK.

ITogMmena DNS-3anucu
HekoTtopeie mpoBaueps! [yt 60jiee y3Koi OJT0OKMPOBKY OJIOKUPYIOT TOMBKO PYCCKOSI3BIYHBIN

pasfen 1o JoMeHHOMY uMeHu Yepe3 cobcTBeHHBIe DNS. TIpoBephbTe, MOXKeETe U Bhl 3alTH Ha
aurnoBuku unu CKiafd, eClu fa — BEPOSITHO, UCIIONb3YEeTCSI TaKoM MeTon 6JI0OKUPOBKHU. [171s
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06xoma oTKpoMTe ail C:\Windows\System32\drivers\etc\hosts IIPOCTHIM TEKCTOBLIM PEOAKTOPOM
(6mmoxkHOTOM, HE BoppmoMm!) ¢ mpaBaMu agMUHUCTPATOPa U M00aBbTE B CAMBIM HU3 HOBYIO CTPOKY:
91.198.174.192 ru.wikipedia.org.

Tor-Opay3ep

= CkauariTe Tor-6pay3ep c opunuanbHoro carta (https:// www.torproject.org/projects
/torbrowser.html#downloads). YcTaHoBuTe u 3amycTuTe. ITOr0 JOCTATOYHO, YTOOEI
4YHUTaTh BUKUIIEOHIO YKe ceriyac (OOTOTHUTEIbHBIX HaCcTPOeK He moTpedyeTcsi). C
BO3MOXKHOCTHIO peJaKTHUPOBaTh CIIOKHEE — BCe UJIM IIOYTH BCE BEIXOOHEIE Y3JIHI TOT B
Bukunenuu 3a67I0KMPOBAHBL, TO €CTh ITPABUTH BHI C HUX HE cCMOXkKeTe. UTOOH! 3Ty npobieMy
000 TH, BaM HYKHO IOJIy4uTh dar Mckmouenus u3 [P-6710KUPOBOK MM aHaJIOTUYHBIHN
rinoOanbHEIN ¢iar.

= ObOpaTtuTtech K agMuHHICcTpaTopaM unu B OTRS mo BHeBUKHUIIeOUHHLIM KaHanaM (I1o4Ta,
CKauiI, icq, irc) ¢ mpocs60¥ mpenoCcTaBUTh BaM (riar UCKIIOYEeHUs U3 OJI0KUPOBOK. ECTu B
uMeeTe XOTsi ObI BpeMEeHHYI0 BO3MOXKHOCTh ITPaBUTh BUKUNenuio (HarmpuMep, e€ elie He
3a610KMpOBa Balll IPOBaliep), IUIINTE JIydllle ciofga: Bukunenusi:[IpoBepka
y4acTHUKOB/3anpockl Ha ¢ar [P-exempt. CouCcoOK KOHTaKTOB afMHHOB:
Bukunenus:ADMUHUCTPATOPEHL B cCeTU. IIONMHEINA COINCOK aIMUHOB:
[ITa6nmoH: AIMUHUCTPATOPHL. YUTUTE, YTO B HACTOSIIIIAN MOMEHT Bbl CMOJKETE ITONYyUYHUTh
TaKou (pjiar, TOMBKO €CIIU MMeeTe 3HaYUTEJIbHEIN CTaX B ITPoeKTe. ECIM Bbl HOBUYOK, TO
¢mar Bam moryT He gaTh. Kpome TOro, OT Bac MOTyT MOTPe6OBaTh IIPOXOKAEHUS IIPOBEPKU
y 4eKbi03epoB. Eciiu BaMm TpebyeTcst TaKasi IPOBEPKA, CBSIKUTECH C YeKbI03epaMu IPU
TIOMOIIIY BHEBUKUIEONNHBIX KaHaloB. CIUCOK 4eKbi03epoB TyT: BIL:IIIT.

Advanced Onion Router

= Advanced Onion Router (http://sourceforge.net/projects/advtor/) (AdvOR) no3BonseT
IIepeHallpaBJIgTh COEJUHEHNUSA Pa3JIMYHBIX ITPOTrPaMM Yepe3 CETh Tor. 9To moMozXKeT
KCIIOIb30BaTh Balll IIOOMMBIN Opay3ep ¢ UMEIOINMUCS PaCIInPEeHUsIMY, a He IePeXouTh
Ha 6pay3ep ImocTaBisgOIIUNACS B nakeTe Tor. UHCTPyKUMS:

1. CkaugaTh nporpammy c opunuanbHoro carita (http://sourceforge.net/projects/advtor/)
(kpaTkasa UHCTPYKIMS U pycudpukatopsl (http://proxy-base.org
/f17/advanced onion router advor prinuditelnyi proksifikator programm cherez seti tor-
14631.html), oppyro# dopym (http://forum.ru-board.com/topic.cgi?forum=5&
topic=34633&(glp)). PacnakoBaTs, 3anycTuTth. HaxkaTh «I1OOKIIOYUTHCSI» BHU3Y OKHA U
DOXKOaThCa COeIuHeHUs. Bo BKIagke «CUCTeMa» MOKHO BKJIIOYUTE 3alyck ¢ Windows u
aBTOIOAK/TIOYeHMe. HaxkaTh BHM3Y MaJIeHbKYIO KHOIIKY » X BEIOPATh CTPAHy C OBICTPHIM
KaHanoM, HanpuMep Germany. [ yCKOPEHUS CBSA3U BHYTpPHU ceTu Tor B «Router
restrictions» («OrpaHu4YeHusI poyTepa») KejlaTeIbHO YMEHBIINUTh IIOJI3YHOK [0 2 Y3JIOB.
CoxpaHUTh HACTPOUKU KHOIIKOM BHHU3Y.

2. MoxHO mepeKJyiiodaTh COeAUHEHU TporpaMMm (yxKe 3alyIlleHHBIX ITPOLeCCOB UN
3amyCcKaTh UX MPOBOTHUKOM) C IIOMOIIbI0 KHOTIOK B HUXKHEM JIeBOM yTJIy U1 BO BKJIaiKe
«Proxy» («ITpokcu»), omHaKO 9Ta GyHKIIUS MOXKeT cOouTh. [loaToMy nnyyliie 3aiTH BO
BKJIanKy «IIpokcu», ¥ CKOMMPOBAThH OTTyHa agpec U IOPT B HACTPOUKHU Baliero 6paysepa.

3. ABTOMaTU4YecKas He3aMeTHOe Tonkmodenne Tor mist Bukunequu B 6paysepe Firefox
MOXKHO CIeNaTh ¢ noMompio pacmupenus FoxyProxy (https://addons.mozilla.org/ru/firefox
/addon/foxyproxy-standard/?src=search). (HaBepHoe u g5 Opyrux 6pay3epoB eCTh
momobHEIe paciirpeHHs.) [171s 9Toro: B HacTpoikax FoxyProxy HaxaTh «H00aBUTDL»
TIPOKCH, B «ITapaMeTpPhl COeIUHEHUsI» BBeCTH agpec u mopT u3 AdvOR, B «mabmousr URL»
~https?://.*\.wiki.*\.org/.*$, BHU3Y BKJIIOUUTH «PETyJIIPHOE BHIpaXKeHUue» U «OebIi
cnucok». Haxath «OK», U B rJlaBHOM OKHe FoxyProxy B BhIllafiaiolieM MeHIO BHIOpaTh
«Hcmonbp30BaTh IPOKCH OCHOBaHHLIE Ha ItabimoHax». Temneps caniTel Wiki-mpoekTos
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HOOJI2KHEI 3aIllyCKATbCA Yepe3 Tor, a opyrue CalTH KakK OOBIYHO.

[Ipyrue Opay3epsl
«TypOo-perumM»

Bpayzepsr Opera u mogo6HbIEe, 001aaoniue «TypOo-KHOIIKOM », ITO3BOMISIIOT 3arpyKaTh
CTpaHUITH He Hampsmyto u3 BII, a ¢ Kelr-cepBepoB 3TuxX 6pay3epoB. B HEKOTOPHIX CIydasix 9Ta
BO3MOZKHOCTH ITO3BOJIUT 0OXOOUTH OJTOKUPOBKY CANTOB IPOBANIEPOM.

PacmiupeHnusn

BomnpiuHCTBO 6pay3epoB UMEIOT PACIIMPEHUS U AOIIOTHEHUS, JAaOIe BO3MOKHOCTD
II0JIb30BaTEII0 OOOUTH pa3IuYHOro pona 6y10KMpoBKU. OOUH U3 NONYJISPHEIX Opay3epoB Google
Chrome umMeeT B CBOEM apceHasie HECKOJILKO OeCIlJIaTHBIX JOIIOJTHEHUH, BEIOPATh U YCTAHOBUTD
KOTOpPBIe MOXKHO Ha cTpaHuIle Pacmmpenus oy obxoma 6mokupoBku niiss Google Chrome
(https://chrome.google.com/webstore/search/proxy%20switchy?hl=ru& feature=free&
_category=extensions).

g 6pay3epos Firefox u Icedove nx MOXKHO yCTaHOBUTH IT0 CCHINTKe Pacmmpenue anonymoX
(https://addons.mozilla.org/ru/firefox/addon/anonymox/?src=search) u FoxyProxy Standard
(https://addons.mozilla.org/ru/firefox/addon/foxyproxy-standard/?src=search). FoxyProxy
MOZKHO HaCTPOUThH IJIT aBTOMaTUYECKOI'0 IOOKITIOYEeHUs K Tor Ipu pefakKTUPOBaHUU
Bukuneguu ¢ nomoIsio nporpamMmel Advanced Onion Router.

VPN

Texuonorust VPN, ecyiu rOBOPUTH IIPOCTO — 3TO BUPTYAJIbHBINA aHAIOT JIOKAJIbHOM ceTh. TOJIBKO
B 9TOM CJIy4ae pPOJIb BAIllero JOMAIIIHeTr0 poyTepa OymeT BHIIOIHSATH CEPBEP, KOTOPHIH
HaXOOMWTCSI OYEeHb JaJIEKO OT Bac, a POJIb Kabesisi K poyTepy OyAeT BHIIIONHSATh UHTEPHET.
[Tpuuém, KaK MPaBUIO, BCe AaHHBIE, KOTOPHIE OTIPaBIsSOTCSA yepe3 VPN, mudpyooTcs, 1 Bce
cepBepa OyoyT BUIOETH, YTO Balll COeMUHEHUS UOYT OT TOI'0 cepBepa, Ha KOTOPOM paboTaeT
VPN.

OTKpPBITHIH MPOKCH-CEPBEP

To ke, 4TO U BHIIIIE, 3@ UCKJIIOYEHHUEM IIEPBOT0 NyHKTa. CKOPOCTh ITPOKCHU-CEPBEPA MOXKET OBIThH
OOCTATOYHO HU3KOM, TO3TOMY 10 BO3MOKHOCTH CJIefyeT OTKJIIOUNTh 3arpy3Ky u300pakeHu.
Tak>ke Hafo OBITH TOTOBBIM K TOMY, YTO MCIIOIb3YEMBIH IIPOKCH MOXKET B 1000 MOMEHT
OPEeKPaTUTh CBOIO paboTy.

ITouck

= HTTPS-nipokcu. O6paTute BHUMaHUE, JOCTYI Yepe3 IMPOKCH, MOANEePKUBAIOIINNA TOTEKO
HTTP-npoTokorn, 6yneT HeBO3MOXKEH.

= SOCKS-mpoxkcu. O6patute BHUMaHue, 4T0o X0Tst SOCKS-mmpokcu mo3BossieT paboTaTh 110
HTTPS-tipoTtokony, oH He saBasgetcsa HTTP unu HTTPS-ipokcu. YU4uTeIBaiTe 3TO IIPHU
HaCTpOMKe Balllero 6poy3epa u He mbiTaiiTeck Brimcath SOCKS-nipokcu kak HTTPS-
TIPOKCH.

= MoxeTe TakxKe IMonpo6oBaTh BOCIOJIL30BaTHCS IIPOTrpaMMaMU AJIsi CAaMOCTOSITEIbHOT'O
MOMCKa OTKPHITHIX MpoKcu. Ho 3To moTpebyeT y Bac BpeMeHU ¥ HEKOTOPOro MOHMMaHU S
TPUHIMTIOB uX paboThl. s Windows: ytunuta proxyfire (http://www.proxyfire.net/forum

Ctp. 5u3 8 2015.08.25 10:23



Bukunenusi:9To menatsk, ecnu Bukunenus 3a671o0... https://ru.wikipedia.org/wiki/Bukunepnus:4To me...

/showthread.php?t=33) (uactpykuuu (http://www.proxyfire.net/forum
/forumdisplay.php?f=13)). IIns Linux: YAPH (http://yaph.sourceforge.net/).

CCBhUIKH Ha CIHCKH IIPOKCH

= Libernet HTTP(S) (http://libernet.uol.net/proxy.php?http)
= hideme.ru HTTPS (http://hideme.ru/proxy-list/?type=s)
= hideme.ru Socks (http://hideme.ru/proxy-list/?type=45)

HAcnoab30BaHHuE

Hatigs criicok agpecoB (OHM BHITIAOAT 00bI9HO B BuOe XXX XXX . XXX.XXX:YYYY), BaM cienyeT
BIIMCATh UX B HACTPOMKU cBoero 6pay3epa. [ToCKOIbKYy, KaK CKa3aHO BBIIIE, OTKPHITHIE IIPOKCHU
HecTabuJIbHEI B paboTe, MOXKHO MCIIOIb30BaTh IJIAaTUHE [IJIsT Opay3epoB, MO3BOISIONINE OBLICTPO
TIepeKIIYaThCs MeXay HalimeHHeIMU cepBepamu. [Inst Firefox aTo, Hanpumep, FoxyProxy,
AnonymouX u friGate. 111 Opera — CyberGhost VPN, ZenMate.

BrIne/IeHHBIM cepBep

TpebyeT HEKOTOPOM KOMIETEHIIUY U (MHAHCOBHIX BJIOKEHMM, HO 3aTO YHCTO U HaOEXKHO C
TOYKHU 3pEeHUs MpaBuil. 3gech He OyAeT nogpoOHBIX MHCTPYKIIUM, TOOpPa3yMeBaeTCs, YTO eCJIN
BBHI TOTOBHI 9TO CAesaTh, TO HaUOETe UX CaMU B MHTEPHETE, UX MHOT'0, MOXKHO IIOMCKAaTh Ha
Xabpe (https://habrahabr.ru/search/?q=srigenenHnsniti+cepBep+vds+vps&target type=posts&
order by=relevance).

EnuHCTBEHHOE, Ha 4TO MBI 00paTUM BHUMaHUE: IIepe] IIOKYIIKON ybenuTech, 4TO agpeca
XocTepa He 3a0JT0KUPOBaHL B PyBUKKU. MHoTHe IP-ampeca XxocTepoB TyT 6eCCPOYHO
3a610KMPOBaHEKI, II03TOMY CHadalla ITPOBEPhTE, IIOTOM ITOKyIanTe. [IpoBepuTh GIIOKUPOBKY
MOJKHO Ha CTpaHUIlaxX (IpPoBepsATh Hafmo 06e): 2KypHas 1oKalbHBIX OJTOKMPOBOK
(https://ru.wikipedia.org/w/index.php?title=Cnyxkebnas: 2Kypuanb&type=Dblock&user=&
page=&year=&month=-1), Cnyxke06Has:Cuucok rno6aimbHEIX OJIOKUPOBOK.

3axkpsiTheie third-party npokcu

ITommpobyiiTe 06paTUThCs TakxkKe cioma: en:Wikipedia:WikiProject on closed proxies.
HewusBecTHo, paboTaeT TaM 4TO-TMOO UK HET, HO BCE BO3MOXKHO.

Perucrpanusi B Bukuneouu

Ecmnu BEI He pPenakTupoBaiu BI/IKI/IHeIII/I]EO PpaHee UJIn pegakKTHupoBajll aHOHMMHO, TO OJIs TOTIO,
4YTOOBI UMETL BO3MOXKHOCTh pPedakKTHupPOBATh, A HE TOJILKO YHUTATh, BaM CJiIedyeT
3aperucTpupoBaThCA. ITO CYILIECTBEHHO YIIPOCTUT BaM JKU3Hb, €ClIU Bukunenguio 3a6I0KUPYIOT.
CoenaiiTe 9TO yXKe ceddac, IOKa 3TO He COCTaBJIIeT HUKAKUX TPyOaHOCTel. ECiu BH YUTaeTe
9TOT TEKCT y2Ke II0CJie TOro, Kak Bukunenuio 3a610KUPOBaIX, TO C CAMOCTOSITEJIbHOU
perucTtpaiei MoryT BOSHUKHYTh IIpo6ieMbl. Huxke omrcaHa IIoCcaeqoBaTeIbHOCTh OEUCTBUH,
KOTOpHIe BaM He0OXOAMMO MIPEeaIPUHSATD:

1. Ecnu BBl MOXeTe yuTaTh BUKUIIEOUIO, IepexoquTe K II. 2 HuXkKe. Eciniu He MoXKeTe, TO
HCIIOJIL3YUTE IU00:
» 11000 aHOHHMAaM3ep C MOoAOePKKOM ITPoToKosa https. HanbGonee mpocTeiM
BapuaHToM sBnseTcs Google Translate (translate.google.com
(https://translate.google.com/)): O ero UCIOIb30BaHUS B KAYeCTBE aHOHMMH3aTOpPa
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B II0JIE MCXOHOTO TeKCTa HY>KHO HaOpaTh UJIM BCTABUTH CCHIJIKY Ha TpeOyeMyIo
crpauuity. He ucmonb3yiTe aHOHHMH3ATOPHI [IJIA Ilej/Ied pegakTupoBaHusi BII
— IIpH BXOJ€e Ha CAaHMT Balll¥ JIOTHH H IapoJIb CTAaHYT H3BECTHHI TPETHHM
JTHUIIaM.

= Tor-6pay3ep

2. O3HaKOMbBTECH C ITpaBUIaMU peTucTpanuu: Bukunenusa:lMiMeHa y4aCTHUKOB U
BIl:Peructpauus.

3. BribepuTe cebe mMs YYETHOHN 3alIMCH M TPOBEPBTE, YTO OHO CBOOOAHO. [I/1sT 3TOTO
IPOUONTE IO CCBhUIKE https://ru.wikipedia.org/wiki/User:Name, THe Name 3aMeHUTE Ha
xKemaemoe uMs. Ecniu Ha yKa3aHHOM cTpaHulle cCKa3aHo «He 3aperucTpupoBaHoO y4UETHOU
3anucu ,Name“.», To BCé B miopsimke. Ecnu HET, TO BEIOEPUTE APYTroe UMs.

4. Ecnu BH BllaZieeTe XOTsI Obl MUHUMAJILHBIMU 3HAHUSIMU aHTJIMMCKOTO S3bIKa, 3all0JIHUTE
dopMy TYT: https://accounts.wmflabs.org/, CM. TakKe en:Wikipedia:Request an account.

5. Ecnu He BnafeeTe WU MPEOLIAYIINY ITyHKT He Aajl pe3yabTaTa, TO 00paTUTECh 10 MoYTe,
CKaWITy W/IY WHBIM KaHalaM K agMUHUCTPATOPaM M3 CIIMCKA TYT:
Bukunenusa:AODMUHUCTPATOPHI B CETU. AIMUHUCTPATOPHI CMOTYT 3aperucTpupoBaTh BaM
aKKayHT, lepeJanyT BaM I1apoJjib OoT Hero. O6s13aTeIbHO CMEHUTE MIapoJib II0CTIE ET0
TIOJIy4EeHUS.

6. Teneps y Bac ecTh y4€THas 3allUCh U BhI MOXKeTe HadaTh pelaKTUPOBaTh BUKumenu:o
KMCIIONIB3Ys OOUH U3 CII0CO00B 00x0ma GII0KUPOBKH.

Cogepxumoe Bukuneouu

CepBephl, Ha KOTOPHIX HaXOOATCS PYCCKOSI3LIYHBIN U APyTrHUe pas3fentl Bukunennu, HUKakK He
IMoCcTpamaoT npu GJIOKMPOBKE [OCTYyIIa K Bukuneguu: BCE ComepKUMOe U BECh BKJIaf
y4acTHUKOB Bukunenuu 6ymeT MOTHOCTHIO COXpPaHEH. [IOCTYII KO BCEM SI3BIKOBBEIM pa3fesiaM
COXPaHUTCS Be3[e, 3a UCKITI0UEHNEM TEePPUTOPHH, TIe OH 3a0JIOKUPOBaH. [I/1sT YTEeHUs
PYCCKOSI3BIYHOM, aHTJIOSA3BIYHOM UIU APYTOM SI3bIKOBOM Bepcuu Bukumnenuu, Bel B 1060
MOMEHT MOXKeTe 3aKOHHO, coryacHo nuneH3uu (https://wikimediafoundation.org
/wiki/Terms of Use/ru), monIHOCTBIO CKa4aTh BCE COEPKUMOe Bukunenuu njist TU4HOI O
ucnonbloBauus (https://dumps.wikimedia.org/backup-index.html) (06B€M OT HECKOTBKUX
rurabGalT 0 HECKOJIBbKUX NEeCATKOB rurabaiit), nubo co3gaTh Konuio (3epkano) Bukunenuu 6e3
TIOJIy4YEeHUS OOIOJIHUTEJIPHOTO (IOMUMO JINIEH3UOHHOT0 COTalleHns) pa3pemierus oT QoHpma
Bukumenwa v aBTOpOB Bukumnenouun.

Hapmo oTMeTHuTh, 4TO MCIIOJIb30BaHue JIIOObIX (aiio00MeHHBIX CETel HAIMPSIMYIO pPa3pelieHo
nuneH3uelr Bukunequu. Komuu Bukunenuu, CO3maHHBIE KaK JIerajibHO, TaK U B HapyIlleHue
IIpaBUJI, II€PEe4YHrCIJIEHEl Ha CTPaHUIIEe BI/IKI/IHeJII/Iﬂ:CHI/ICOK CaﬁTOB, UCIIOJIB3YIOIIIKUX MaTepPHuaJibl
BI/IKI/IHGHI/II/I. Byane OCTOPOZKHEI ITPHU UX HCIIOJIb30BaHUH, TaK KdK OHH HE IIPOXOOAT ITPOBEPKHU
COOO0IIeCTBOM YYaCTHHUKOB BUKUIIeNHY, MOTYT OBITh YCTAPEBIINMH 1/UIN UCKAXKEHHBIMH IIOCTIe
BHECEHUs U3MEHEeHUI KeM-TO He U3 YHcjla BUKunequctoB. O6paTuTe BHUMaHUE, YTO COTJIACHO
JIUIIeH3UH BEI MOKETe TaKiKe HMCIOJIb30BaTh KOHTEHT B JII000¥ MaTepHuanbHOl hopMme 6e3
OOITOTHUTENbHBIX YCJIOBUM U OrpaHUYEHUM Ha 00bEM — HaledaTaTh Ha OyMare, 3amucaTh Ha
DVD-mucKu, XXECTKHe OUCKH U OPYTHe MaTepHuasbHble HOCUTENH. TaKXkKe TUIeH3Us pa3pelnaeT
KOMMepYeCcKoe MCIO0JIb30BaHue BCceX IMOAIIafaolnX MaTepruaaoB Bukuneouu 3a npegeiaMu
BeO-caiiTa Bukumnenguu (Ho He BHYTPH, caMa Bukumenus siBjisieTCs HEKOMMePYeCKUM
IPOEKTOM), CIIeMOBaTEIbHO, KaK BApUAHT, IIPHU PACIPOCTPAaHEHUN KOHTEHTAa Ha MaTepHalbHOM
HOCHTEJIe eCTh BO3MOXHOCTEL OpaTh MEeHbI'H [JIsi KOMIIEHCAIIMK 3aTpaT (JIUIeH3uel HalpsIMYI0
pas3pelreHo U3BIeKaTh KOMMEPYECKYIO BBITOY).

Kak marb CCBIJVIKY Ha 39Ty CTPAHHIIY

Ctp. 7u3 8 2015.08.25 10:23



Bukunenusi:9To menatsk, ecnu Bukunenus 3a671o0... https://ru.wikipedia.org/wiki/Bukunepnus:4To me...

Ecnu Bukunenus 3a6J'IOKI/IpOBaHa, TO X 3Ty CTPAHHUIYy YUTATEJIM HE YBUOAT. Huxe IIPpUBEOEHEBI
KOMIUM 3TOU CTPaHUIIBI Ha Pa3JINYHBIX caMtax. Konuu craTudeckue, II03TOMY IIpH
CyII€CTBEHHBIX USMEHEHUAX 9TOU CTPAaHHUIIBI aPXUBHEBIE CCHIJIKH CJIeoyeT OOHOBIISITh:

» archive.org (http://web.archive.org/web/20150824193528/https://ru.wikipedia.org
/wiki/Bukunenusi:Uto pmemnath, ecnu Bukunenus 3a6iI0KMpoBaHa) — KON B ApXUBe
WHTEPHETA,

= Gzifa (https://archive.is/Gzifa) — konus Ha Archive.is,

= http://www.webcitation.org/6b1SXgOUI konus Ha WebCite,

= https://ru.wikipedia.org./?curid=5949121 — Ha MHOTHUX KPYITHBEIX IpOBaliepax cpaboTaer
U TaKas CChlJIKa (oOpaTuTe BHMMaHME Ha TOYKY II0CJIe JOMEHHOT0 UMEeHHU). TOT XKe IpuéM
MOXKeT OBITh UCIIOJIb30BaH U [JIsI YTEHHS UHBIX CTPAHUL, YYUTHIBas, YTO MHOTHUE
TpoBaMimepsl OJIOKUPYIOT CTPAHUITLI TOIBKO Ha ypoBHE DNS.

PenreBaHTHBIE IIpaBUIa

YuTute, 4TO NEepedynciIeHHble HUXKe IpaBUjla COXPaHSIOT CBOE AelCTBUE U He OTMeHATCs. He
HapylmlauTe ux.

» Bukunenus:HemonyCTUMOCTE UCIIONIb30BaHUS OTKPHITEIX IIPOKCH-CEPBEPOB
» Bukunenus:MHOT0JINKOCThb
» Bukunengus:VcknoueHnue us IP-0;10KuPOBOK

CM. TaKXKe

= Bukunepnus:®opym/Bonpocei#[lefiCTBUS y4aCTHUKOB B ciydyae 6710KupoBKy BIT —
obcyxkpeHue Ha ¢popyme

» Bukunenusa:®opym/HoBocTu#Pemierue cyna o BHeceHUuu Bukunenuu B PeecTp —
0o06CcyXmeHre HOBOCTH O BO3MOIKHOM OJTOKMPOBKe Bukumnenuu B PO

» Bukunengus:Onpockl/Texuuueckoe npaso [P-block-exempt — ompoc o Mepax,
HamnpaBJIeHHBIX Ha IIPenoCTaBlIeHNue OOCTyIla yiaCTHUKAM

» Bukunegus:Crpanuiitl Bukunenuu, BHeCcEHHBIE B ENMHBIN peecTp 3alpeniéHHBIX CaliTOB

= T PocKoMHa30p pacropsaguics 3a6I0KupoBaTh cTpanuily B Bukunenuu (http://lenta.ru
/mews/2015/08/24/roskomnadzorwikifinal/). Lenta.ru. ITposepeno 24 asrycra 2015.

= T [https://upload.wikimedia.org/wikimedia/ru/0/04/74231 notification off.pdf
YBegomneHue 06 UCKIIOYeHUHN uHGopMauuu u3 EnuHOro peectpa JOMEHHBIX UMEH,
yKa3saTeJiel CTpaHuIl CauToB B ceTu "MHTepHET" U CEeTEBHIX aAPeCOB, ITI03BOIIIONINX
UOeHTUPUIMPOBATh CauTH B ceTu "WHTEpHET", comepxkKalre HHHOPMaInio,
pacipocTpaHeHre KOoTopou B Poccuiickoit @efepalinu 3anpelieHo |

HUcTtounuk — «https://ru.wikipedia.org
/w/index.php?title=Bukunenus:Yto nemnats, ecnu Burunenus 3abiokumpoBaHa&
0ldid=72940093»

= [Tocnneguee uamenenue atou crpanunsl: 07:21, 25 asrycra 2015.

= TexcT mocTyrmeH o nuiieH3un Creative Commons Attribution-ShareAlike; B oTmenbHBIX
CIy4asx MOTYT OeNCTBOBATh AOIIOJIHUTEIbHEIE YCIIOBUA.
Wikipedia® — 3aperucTpupoBaHHBIN TOBAapHEIM 3HAaK HEKOMMEPYECKOM OpraHu3aliuu
Wikimedia Foundation, Inc.
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